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This white paper introduces the eControl software functions for 
achieving and sustaining compliance in relation to a standard. 

For all persons involved, the achievement and sustaining of an optimum degree of compliance is 
a challenge which can be speeded up and simplified in many ways by the eControl software tool.  

The concept presented here can be applied not only to the EASA Standard, the ICAO counterpart, but 
also to any other regulations.

This white paper presents the implementation of a systematic management concept that integrates 
all available internal and external resources. A further main focus on the ability to respond to future 

changes in compliance requirements and to maintain the high degree of compliance.

This white paper explains integrated compliance management using eControl in 15 steps:

1	 Provide Standard and  
	 requirements

2	 Identify  
	 stakeholders

3	 Bundle data  

4	 Demarcate  
	 data fields

5	 Award user rights for  
	 Requirements 

6	 Appoint responsible persons and  
	 departments

7	 Check requirements, document  
	 compliance status, derive tasks

8	 Archive compliance-related  
	 documents

9	 Plan and track measures 

10	 Monitor compliance status  

11	 Generate compliance statistics 

12	 Communicate with the approval  
	 authorities

13	 Certify as tamper-proof 

14	 Certify training sessions and maintain  
	 qualifications incl. Read & Sign 

15	 Perform compliance audits 

We are particularly grateful to Mr Martin Bochert, whose supporting expertise we were able to draw 
on in the course of production of his master’s thesis “EASA Compliance Monitoring”.
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Provide standard  
	 and requirements

 
Every standard, including all its requirements, must be structured via the freely definable system  
structure of the eControl process and system tree.

„ICAO Annex 14“ 

and

“COMMISSION REGULATION (EU) No. 139/2014  dated 12 February 2014 laying down requirements 
and administrative procedures related to aerodromes pursuant to Regulation (EC) No. 216/2008 of the 
European Parliament and the Council”

with the associated

„EASA AMC/GM“ 

are available pre-defined for uploading.

The structure can be further differentiated or changed as necessary if required for organisational or 
technical reasons1. 

In the example shown here, “ADR.OPS.C.010 - Pavements,  other ground surfaces and drainage” was 
further sub-divided into “Pavement”,”FOD” and “Pave testing”, whereby "Pavement" was divided 
again into “Runway  2,4”,“Taxiways  Alpha, Tango“, “Apron General Aviation” and “Apron CARGO”.  
The number and depth of the sub-divisions is not limited and can be undertaken with as much detail 
as desired.

1Here it could for example also be a case of appended contracts, the individual duration of which it is intended  
to administer.

1
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Identify 
	 stakeholder

Data must be bundled for each stakeholder and the access rights to this data must be suitably  
structured.

Possible groups of people for the sample project are listed below:

Group of people In respect of

Organisational unit responsible for
compliance management

e.g.
•  Compliance management department
•  Legal department
•  Person responsible for safety management 

GAP analysis and task planning e.g. Consulting partners

Responsibility for implementation of 
individual tasks per requirement

e.g. staff in specialist departments

Interested stakeholders e.g. public authorities

Group of people In respect of

Overall responsibility SMS

GAP analysis Consulting partners

Responsibility for implementation of 
individual tasks per requirement

e.g. 12 members of staff from 7 specialist  
departments

Civil Aviation Authority Authority with no online access

Management and assistants Management with online access

2
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Bundle 
	 data

In order to be able to inform the groups and stakeholders identified in the second step in a targeted, 
systematic and reliable manner, the data or information should be sub-divided according to functional 
criteria.

So-called compliance categories are available for this sub-division. These compliance categories are 
essential for authorisation control, as, in order to simplify administration, user rights are not awarded 
for individual data fields, but rather for compliance categories.

In the example shown here, the following categories were demarcated:

–– Regulations:	

Information for interpretation of the standard, for certification and assessment 
of compliance

–– Findings:	

Recording and monitoring the elimination of discrepancies

–– Authority:	

Communication with and processing data from the Civil Aviation Authority

–– Internal:	

Saving internal data in the respective compliance management context

For the stakeholders identified in the previous step, the following classification concept is suggested 
as an example:

Compliance category Group of people Authorisation

EASA 2014 Regulations SMS READ & WRITE

Consulting partners READ & WRITE

Civil Aviation Authority READ 

Management READ

EASA 2014 Findings SMS READ & WRITE

Consulting partners READ & WRITE

12 members of staff from 7 specialist 
departments

READ & WRITE

Civil Aviation Authority READ

Management READ

3
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Compliance category Group of people Authorisation

EASA 2014 Authority SMS READ & WRITE

Consulting partners READ

12 members of staff from 7 specialist 
departments

READ

Civil Aviation Authority READ

Management READ

EASA 2014 Internal SMS READ & WRITE

Consulting partners READ

12 members of staff from 7 specialist 
departments

READ & WRITE

Civil Aviation Authority READ

Management READ

The authorisation of groups of people – e.g. “12 members of staff from 7 specialist departments” – is not allocated across the 
board for all requirements, but refers to individual, several or even all requirements,  according to needs (compare with Step 5).
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Demarcate 
	 data fields

The question of which data it makes sense to collect in the course of compliance management is de-
pendent on the volume of tasks to be expected, on organisational requirements and on individual 
agreements with the respective Civil Aviation Authority.

Various data fields are suggested below for the demarcated compliance categories in Step 3. These 
data fields can also be freely modelled2. The data fields presented are only an example and can be 
exceptionally added to or changed at any time.

The data fields are described across the system as process attributes.

Name of field        Description

EASA 2014 Regulations

Key elements Text 4000 characters

Applicable Value range3 
YES,NO 

Reason (if not applicable) Text 4000 characters

Evidence Text 4000 characters

Evidence assessment Text 4000 characters

Evidence comments Text 4000 characters

Validation organization Value range3 
Arconda Airport, Consulting Partner, unknown

Validation employee Value range3 
Sorge,Konstantin -  Boeing, Bodo  - Doe, John 

Validation schedule date Text 4000 characters

Validation status Value range3 
not started, analysis, coordination with authority, corrective action, exami-
nation by authority, finished

Priority Value range3 
critical, blocker, major, minor, trivial

Cost of compliance Text 4000 characters

Cost of non-compliance Text 4000 characters

4

2For the compliance categories and data fields presented here there exists - as is the case for the compliance standards and 
the requirements - the possibility of automatically generating them by running a database script. For value ranges and value 
range data, a standardised import / export functionality is available.

3Value ranges and value range data can be freely defined by system administrators.  Value ranges serve to determine which 
options are available for selection in a drop-down combo box.
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Name of field        Description

EASA 2014 Findings

Finding description Text 4000 characters

Finding comments Text 4000 characters

Finding target period Value range3 
14Q3,14Q4,15Q1,15Q2,15Q3,15Q4,16Q1,16Q2,16Q3,16Q4

Finding organization Value range3 
Arconda Airport, XYZ Consulting, unknown

Finding employee Value range3 
Sorge,Konstantin -  Boeing, Bodo  - Doe, John 

Evidence comments Text 4000 characters

Validation organization Value range3 
Arconda Airport, Consulting Partner, unknown

Validation employee Value range3 
Sorge,Konstantin -  Boeing, Bodo  - Doe, John 

Validation schedule date Text 4000 characters

Validation status Value range3 
not started, analysis, coordination with authority, corrective action, exami-
nation by authority, finished

Priority Value range3  
critical, blocker, major, minor, trivial

Cost of compliance Text 4000 characters

Cost of non-compliance Text 4000 characters

EASA 2014 Authority

Authority notification date Text 4000 characters

Authority processing by Text 4000 characters

Authority comments Text 4000 characters

EASA 2014 Internal

Compliance internal Value range3 
Compliant, partially compliant, non-compliant

Comments Text 4000 characters

3Value ranges and value range data can be freely defined by system administrators.  Value ranges serve to determine which 
options are available for selection in a drop-down combo box.
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The dialogue on management of individual data fields or process attributes is instanced below:
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Award user rights 
	 for requirements

It must be specified in the system which compliance category can be viewed (READ) and edited (WRITE) 
by which user.

This allocation will not be undertaken across the board for all requirements, but can be set individ-
ually for each requirement and user. In this way, for instance, persons can be explicitly delegated to 
collaboratively manage the data category “EASA 2014 Findings” for the requirement “ADR.OPS.C.010 
Pavements, other ground surfaces and drainage”.

Furthermore, for the “12 members of staff from 7 specialist departments” who are commissioned with 
compliance implementation activities, can be set exactly which requirements, associated documents 
and tasks these employees can in each case view.

The assignment of user rights is the basis for a collaborative course of action and creates the technical 
pre-requisites for the delegation of tasks with the respective desired data protection aspects in mind.

The following table shows for the sample project which employees may read and process the compli-
ance category “EASA 2014 Findings” for the requirement “ADR.OPS.C.010 Pavements, other ground 
surfaces and drainage” in the system:

Requirement Category
Group of 
people

User or
User Group

Right

AMC1 ADR.OPS.C.005

ADR.OPS.C.010 SMS EASA 2014 Regulations

ADR.OPS.C.010 SMS EASA 2014 Findings SMS Sorge, Konstantin READ & WRITE

ADR.OPS.C.010 SMS EASA 2014 Findings SMS Boeing, Bodo READ & WRITE

ADR.OPS.C.010 SMS EASA 2014 Findings Consulting Consultant Jones, 
Richard

READ & WRITE

ADR.OPS.C.010 SMS EASA 2014 Findings Consulting Consultant Wood-
stock, Peter

READ & WRITE

ADR.OPS.C.010 SMS EASA 2014 Findings Implemen-
tation

Civil Engineering 
Group

READ & WRITE

EASA 2014 Authority

EASA 2014 Internal

AMC1 ADR.OPS.C.015

5
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The settings will be made in the following eControl dialogue:
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Appoint responsible 
	 persons and departments

The assignment of responsible persons and departments makes possible targeted access to one part of 
the requirements – for example the organisational aspects or the specified division of work.

Standard data fields can be used for the appointment of responsible persons and departments. These 
are already available for every requirement, (sub-) system and process.

The possibility also exists of introducing proprietary compliance attributes, such as branch office, cost 
centre or operational areas and using them for selections and statistical analyses.

6
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Check requirements, document compliance status,  
	 derive tasks

Collecting data and analysing compliance-related circumstances for every requirement is a demanding 
task. The results of this activity will be filed tamper-proof in the data fields defined via compliance 
attributes. Any other detail information on hand can be configured in digital form “as a file” in the 
compliance archive.

Data collection starts in the example shown here with the requirement 

“ADR.OPS.C.010 Pavements, other ground surfaces and drainage” 

being checked by the consulting partner or its employees 

“Richard Jones” and “Peter Woodstock”  respectively (see Step 5).

The consulting partner will capture the findings and model implementation tasks in cooperation with 
“Konstantin Sorge” and “Bodo Boeing”, who are responsible for SMS. A rough description of the im-
plementation tasks will be filed in the compliance attributes of the category “EASA 2014 Findings”.

The implementation tasks will subsequently also be entered in the compliance attributes, by the em-
ployees of the “Civil Engineering” user group.

The corresponding dialogue for management of the compliance attributes is visualised below.

7
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Archive compliance-related  
	 documents

The compliance attributes serve the storage of working results and assessments. As a rule, various doc-
uments emerge or are produced to verify the respective working result and to make it comprehensible 
for third parties.

eControl not only allocates the data fields to the compliance categories, but also the respective docu-
ments, in order to structure access and to be able to award targeted archive authorisations.

–– Versioning

Documents can undergo multiple changes in the course of the compliance pro-
ject. eControl saves documents with  automatic versioning  and so enables ac-
cess to all saved versions.

In the example shown below, the document "Runway Safety Manual" passes 
through various processing stages from Version 1.0 up to the current Version 
1.2, which are filed in the document archive in tamper-proof form:

–– Checking in and out

Documents should be checked out and in again formally so as to advise the 
other editors and viewers of the revision status of the respective document.

–– User rights

Access to these documents must only be possible if the logged-in employee 
in each case has at least reading access to the compliance category of the re-
quirement “ADR.OPS.C.010 Pavements, other ground surfaces and drainage” 
assigned to the document.

8
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–– Research functions

A central search function for the eControl document archive is available to 
every user. The eControl document archive makes it possible, whilst observing 
access rights, to research the documents for which the respective logged-in user 
has reading access.

In the example shown here, the user uses a full text search to search for the term “Runway safety”, 
whereby the system finds it in both the context of  “ADR.OPS.C.010 Pavements, other ground surfaces 
and drainage” and the general publications of Zurich Airport, LSZH, from the years 2008 and 2011.
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Plan and  
	 track measures

eControl task management serves the planning, assignment, tracking and documentation of all work 
assignments of the compliance system, whereby both those responsible and employees performing 
work are assigned.

These employees need not know the exact connection between the activities allotted to them and the 
respective requirement. A precise description of the task is of primary importance as a requirement for 
successful implementation.

The description of measures can as a matter of principle be read by both those responsible and the 
employees performing work – compliance authorisations (see step 5) are not required for this purpose.

Compliance authorisations are however required in order to document the task implementation and 
the task status in a tamper-proof manner.

An important feature of eControl task management is the notification management – e-mail recipi-
ents will be fully automatically informed of the assignment and conclusion of measures. For overdue 
measures can additionally be filed how often those responsible and if necessary other addressees 
should be advised via eMail of the delay.

The desired notifications can be individually specified for each task. In the example shown below, the 
safety manager Konstantin Sorge has delegated the statistical analysis of the “Inspections of the air 
operations areas” to the employee “Tim Lee”, who should have concluded the activities by 10.08.2014.

9
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Monitor  
	 compliance status  

The processing and supervision of the collaborative compliance management activities is a difficult 
task, for which good software support is desirable. eControl offers a uniform user interface for all 
users.

The system constantly ensures that the user only has access to the compliance attributes of the catego-
ries and requirements for which the user was previously authorised.

In the example shown below, all requirements are sought that fall under the responsibility of the em-
ployee “Builder, Bob”. Only requirements should be used that have already been processed and have 
the processing status (EASA2014Reg – Validation-Status) “finished”:

10
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Generate  
	 compliance statistics

With the increasing division of work and the size and number of employees integrated in the project, the 
complete picture becomes considerably more difficult, in particular if there is a need to monitor according to 
areas of responsibility.  eControl makes available instruments for monitoring the actual degree of compliance 
in real time.

The actual degree of compliance can be determined selectively taking into account all captured data.

eControl makes available a dynamic contingency table generator, which makes it possible to graphically pro-
cess the distribution of compliance attributes against one another. In line with the eControl system standard, 
the data can also be saved in CSV format as an MS Excel-compatible table for further processing.

In the example shown below, the requirements are viewed that are assigned to the departments “SW-AK2”. 
The system should contrast the validation phase (EASA2014Reg – Validation-Status) with the internally as-
sessed compliance status (EASA2014Intern – Compliance Internal). Furthermore, for the filtered requirement 
the organisation should be listed that has performed or will perform the check (EASA2014Reg - Validation 
organisation).

11
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The following description results:
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Communicate  
	 with the approval authorities

For every requirement, eControl makes compliance reports with variable depth of detail available.

To manage the scope of the report, the user can select and de-select individual compliance categories, 
and so for instance exclude data that was assigned to the compliance category “EASA2014 Internal”.

Furthermore, the metadata of the document in the compliance archives and a brief overview of the 
tasks initiated in connection with the actual requirement can be integrated, whereby here too, only 
the respective selected compliance categories are taken into account.

eControl also supports the user in the forwarding of this data via e-mail.

At the press of a button the system generates an e-mail, attaches the compliance report in PDF format 
and the other documents in the compliance archive – in each case in the most current version and re-
stricts to the selected compliance categories:

12
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Certify 
	 as tamper-proof

All data in the system is saved in a tamper-proof manner. For every data field can be traced which user 
saved or changed data and at what point in time, whereby in each case the field values before and 
after the change are recorded.

The user’s signature is delivered to the database implicitly by means of a personal, direct login.

For a reliable interpretation of the data, the manufacturer has made an explanatory data dictionary 
available.

Access to change data is provided by a report generator, which requires a special authorisation.

In the following example it needs to be determined who has changed the compliance attribute 
“Validation schedule date” (Key 613) for the requirement “ADR.OPS.C.010 Pavements, other ground 
surfaces and drainage” and when:

13
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Certify training sessions and maintain  
	 qualifications incl. Read&Sign

For the sample project, the legislator has defined specific requirements for the qualifications of em-
ployees involved:

According to “AMC1-ADR.OR.D.005(11)(d) – Training”, all employees who work within the area of ap-
plication of the EASA regulation must receive a corresponding briefing on the legal provisions and be 
sensitised to the topic “Compliance”. Furthermore it is necessary that all employees who are actively 
involved in compliance management are trained adequately in order to carry out their tasks in accord-
ance with the rules.

This procedure is to be recommended for every compliance Standard, whereby it appears generally not 
to be possible to anchor acceptance for compliance Standards without sufficient knowledge.

The eControl TQMS Training and Qualifications Management System comprises the administration of 
in-house employees and the staff of third party companies  (in this context: the stakeholder’s staff), di-
alogues for the administration of qualifications and qualification events, a mail centre for automating 
communications and a reporting system for certifying the training measures.

The TQMS module also possesses Read & Sign functionality. Read & Sign is used to identify which user 
was trained to what level of information. Should this level of information change, those responsible 
can either extend a specific invitation for additional training or using Read & Sign request confirma-
tion from the trained employees themselves that they have taken note of the respective change, in  a 
tamper-proof manner.

Further information on our TQMS module can 
be found in our product catalogue:
“TQMS - Training and Qualification Management System”

14
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Perform  
	 compliance audits

Compliance audits serve to critically review all relevant processes and systems in respect of compliance 
with the legal provisions.

Thus compliance audits are an important element of compliance managements. They are carried out 
in accordance with a defined audit plan, which should be produced and managed by those responsible 
for compliance. They must contain periodic reviews of all relevant airport departments including the 
compliance monitoring sector itself.

Furthermore, times can be built into the audit plan for unscheduled audits or follow-up audits in order 
to ensure that correctional measures are taken in accordance with the legal requirements.

For the example chosen, the EASA requires that all departments be audited within the first 12 months 
after the aerodrome certificate has been issued; the subsequent audit cycle should according to AMC1-
ADR.OR.D.005(11)(e) – “Audit Scheduling” be measured against the importance of the individual de-
partments on the subject of “Safety” and may in each case last a maximum of 36 months.

The eControl audit management software model simplifies and speeds up the management of inter-
nal, external and supplier audits and equally of compliance system audits.

Pre-defined audit catalogues are already available for a large number of standards, so a lot of effort 
for structuring in accordance with the standard can be avoided. The audit catalogues can be individu-
ally adapted and in addition can be modified while the audit is being carried out. Various differentiat-
ed procedures are available for the assessment of divergences.

The planning, carrying out and efficacy screening of corrective and prevention tasks are integrated in 
eControl task management. 

The audit archive is part of the document archive and offers authorised users a complete picture, in-
cluding the compliance archive.

15
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Further information on audit and compliance management using 
eControl can be found in our product catalogue:
“SMS - Safety Management System”



ARCONDA.systems
A k t i e n g e s e l l s c h a f t

Sportallee 6
22335 Hamburg Ⅰ Germany

Tel.  (+49) 40 823 158 0
Fax. (+49) 40 823 158 99
econtrol.arconda.ag

Environmental Bird Control 
management

Qualification 
management

Safety
management

Operation
management

Compliance 
management

Process
management

Audit
management


		Contents
	Provide standards 
	and requirements
	Identify
	stakeholder
	Bundle
	data
	Demarcate
	data fields
	Award user rights
	for requirements
	Appoint responsible
	persons and departments
	Check requirements, document compliance status, 
	derive tasks
	Archive compliance-related 
	documents
	Plan and 
	track measures
	Monitor 
	compliance status  
	Generate 
	compliance statistics
	Communicate 
	with the approval authorities
	Certify
	as tamper-proof
	Certify training sessions and maintain 
	qualifications incl. Read&Sign
	Perform 
	compliance audits



